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https://www.afr.com/technology/more-than-100-000-suspected-government-logins-found-in-massive-breach-20230106-p5cauf
https://www.afr.com/technology/more-than-100-000-suspected-government-logins-found-in-massive-breach-20230106-p5cauf
https://www.bbc.com/news/uk-england-gloucestershire-63637883
https://research.checkpoint.com/2023/opwnai-cybercriminals-starting-to-use-chatgpt/
https://blog.checkpoint.com/2023/01/13/russian-hackers-attempt-to-bypass-openais-restrictions-for-malicious-use-of-chatgpt/
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https://blog.checkpoint.com/2023/02/02/dingo-token-ranking-is-774-with-a-live-market-cap-of-10941525-usd-is-a-scam/
https://healthitsecurity.com/news/hc3-killnet-hacktivist-group-uses-ddos-cyberattacks-to-target-healthcare
https://research.checkpoint.com/2023/6th-february-threat-intelligence-report/%23:~:text=JD%20Sports%2C%20UK,addresses%2C%20and%20more.
https://blog.checkpoint.com/2023/02/01/the-rise-of-the-code-package-threat/
https://blog.checkpoint.com/2023/02/06/massive-ransomware-attack-targets-vmware-esxi-servers/
https://www.bleepingcomputer.com/news/security/new-esxiargs-ransomware-version-prevents-vmware-esxi-recovery/
https://www.reddit.com/r/reddit/comments/10y427y/we_had_a_security_incident_heres_what_we_know/
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https://www.databreaches.net/technion-university-hacked-and-locked-previously-unknown-attackers-demand-80-btc/
https://www.databreaches.net/technion-university-hacked-and-locked-previously-unknown-attackers-demand-80-btc/
https://blog.checkpoint.com/2023/02/07/cybercriminals-bypass-chatgpt-restrictions-to-generate-malicious-content/
https://blog.phylum.io/phylum-discovers-revived-crypto-wallet-address-replacement-attack
https://cao-94612.s3.amazonaws.com/documents/Proclamation_of_Local_Emergency_Due_to_Cybersecurity_Incident_Feb_14.pdf
https://thehackernews.com/2023/02/esxiargs-ransomware-hits-over-500-new.html
https://www.bleepingcomputer.com/news/security/hackers-use-fake-chatgpt-apps-to-push-windows-android-malware/
https://www.bleepingcomputer.com/news/security/hackers-use-fake-chatgpt-apps-to-push-windows-android-malware/
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https://therecord.media/pierce-transit-washington-ransomware-attack-lockbit/
https://research.checkpoint.com/2023/pandas-with-a-soul-chinese-espionage-attacks-against-southeast-asian-government-entities/
https://research.checkpoint.com/2023/south-korean-android-banking-menace-fakecalls/
https://www.checkpoint.com/harmony/mobile-security/mobile/
https://research.checkpoint.com/2023/checkmate/
https://blog.checkpoint.com/2023/03/15/check-point-research-conducts-initial-security-analysis-of-chatgpt4-highlighting-potential-scenarios-for-accelerated-cybercrime/
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https://www.ferrari.com/en-EN/corporate/articles/cyber-incident-in-ferrari
https://blog.checkpoint.com/2023/03/18/detecting-malicious-packages-on-pypi-malicious-package-on-pypi-use-phishing-techniques-to-hide-its-malicious-intent/
https://www.3cx.com/blog/news/security-incident-updates/
https://www.3cx.com/blog/news/security-incident-updates/
https://blog.checkpoint.com/2023/03/29/3cxdesktop-app-trojanizes-in-a-supply-chain-attack-check-point-customers-remain-protected/
https://www.crownresorts.com.au/media-centre/media-releases
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https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/anonymous-sudan-religious-hacktivists-or-russian-front-group/
https://research.checkpoint.com/2023/rorschach-a-new-sophisticated-and-fast-ransomware/
https://research.checkpoint.com/2023/queuejumper-critical-unauthorized-rce-vulnerability-in-msmq-service/
https://blog.checkpoint.com/security/the-tipping-point-exploring-the-surge-in-iot-cyberattacks-plaguing-the-education-sector/
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https://blog.checkpoint.com/security/new-chatgpt4-0-concerns-a-market-for-stolen-premium-accounts/
https://research.checkpoint.com/2023/raspberry-robin-anti-evasion-how-to-exploit-analysis/
https://research.checkpoint.com/2023/educated-manticore-iran-aligned-threat-actor-targeting-israel-via-improved-arsenal-of-tools/
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https://research.checkpoint.com/2023/eastern-asian-android-assault-fluhorse/
https://blog.checkpoint.com/research/fake-websites-impersonating-association-to-chatgpt-poses-high-risk-warns-check-point-research/
https://therecord.media/western-digital-stolen-data-hackers
https://research.checkpoint.com/2023/the-dragon-who-sold-his-camaro-analyzing-custom-router-implant/
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https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-136a
https://research.checkpoint.com/2023/cloud-based-malware-delivery-the-evolution-of-guloader/
https://blog.checkpoint.com/security/latest-chinese-state-sponsored-attacks-on-critical-us-infrastructure-spies-a-continuation-of-trend-reports-check-point-research/
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-144a
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https://www.progress.com/security/moveit-transfer-and-moveit-cloud-vulnerability
https://research.checkpoint.com/2023/malware-spotlight-camaro-dragons-tinynote-backdoor/
https://www.nbcnews.com/tech/security/illinois-hospital-links-closure-ransomware-attack-rcna85983
https://www.bleepingcomputer.com/news/security/millions-of-oregon-louisiana-state-ids-stolen-in-moveit-breach/
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https://research.checkpoint.com/2023/beyond-the-horizon-traveling-the-world-on-camaro-dragons-usb-flash-drives/
https://blog.checkpoint.com/security/dont-be-fooled-by-app-earances-check-point-researchers-spot-hidden-malwares-behind-legitimate-looking-apps/
https://www.hackread.com/nickelodeon-data-leak-interview-with-ghostytongue/
https://blog.checkpoint.com/security/lowering-the-bard-check-point-researchs-security-analysis-spurs-concerns-over-google-bards-limitations/
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https://www.reuters.com/world/us-ambassador-china-hacked-china-linked-spying-operation-wsj-2023-07-20/
https://www.wiz.io/blog/storm-0558-compromised-microsoft-key-enables-authentication-of-countless-micr
https://www.bleepingcomputer.com/news/security/norway-says-ivanti-zero-day-was-used-to-hack-govt-it-systems/?&web_view=true
https://therecord.media/hospital-network-facing-cyberattack
https://blog.checkpoint.com/securing-the-cloud/review-of-recent-npm-based-vulnerabilities/
https://stackdiary.com/the-data-of-760000-discord-io-users-was-put-up-for-sale-on-the-darknet/
https://www.microsoft.com/en-us/security/blog/2023/08/24/flax-typhoon-using-legitimate-software-to-quietly-access-taiwanese-organizations/
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https://tickernews.co/hackers-bring-down-polands-train-network-in-massive-cyber-attack/
https://www.justice.gov/usao-cdca/pr/qakbot-malware-disrupted-international-cyber-takedown
https://blog.checkpoint.com/security/check-point-shares-analysis-of-qakbot-malware-group/
https://blog.checkpoint.com/security/phishing-via-google-looker-studio/
https://research.checkpoint.com/2023/elections-spotlight-generative-ai-and-deep-fakes/
https://apnews.com/article/google-ai-ads-political-policy-fake-792cbae3e651d31028ae2c64f65f112c
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https://techcrunch.com/2023/09/14/mgm-cyberattack-outage-scattered-spider/
https://blog.checkpoint.com/security/cyber-stakes-the-mgm-ransomware-roulette/
https://www.stuff.co.nz/business/132991897/hackers-threaten-to-dump-data-stolen-from-auckland-university-of-technology
https://research.checkpoint.com/2023/behind-the-scenes-of-bbtok-analyzing-a-bankers-server-side-components/
https://blog.checkpoint.com/harmony-email/phishing-via-dropbox/
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https://blog.checkpoint.com/research/check-point-research-uncovers-critical-vulnerabilities-in-friend-tech-web3-platform/
https://therecord.media/wisconsin-county-dealing-with-ransomware-attack-healthcare
https://therecord.media/cdw-investigates-ransomware-gang-claim
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-284a
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https://krebsonsecurity.com/2023/10/hackers-stole-access-tokens-from-oktas-support-unit/
https://blog.checkpoint.com/security/the-iron-swords-war-cyber-perspectives-from-the-first-10-days-of-the-war-in-israel/
https://therecord.media/stanford-investigating-cyberattack-after-ransomware
https://www.reuters.com/business/aerospace-defense/boeing-investigating-cyber-incident-affecting-parts-business-2023-11-01/


 

24 

https://research.checkpoint.com/2023/from-albania-to-the-middle-east-the-scarred-manticore-is-listening/
https://blog.checkpoint.com/security/evolving-cyber-dynamics-amidst-the-israel-hamas-conflict/
https://edition.cnn.com/2023/11/10/investing/icbc-ransomware-attack-hnk-intl/index.html
https://edition.cnn.com/2023/11/10/investing/icbc-ransomware-attack-hnk-intl/index.html
https://www.ft.com/content/8dd2446b-c8da-4854-9edc-bf841069ccb8
https://sektorcert.dk/wp-content/uploads/2023/11/SektorCERT-The-attack-against-Danish-critical-infrastructure-TLP-CLEAR.pdf
https://research.checkpoint.com/2023/gpt-vs-malware-analysis-challenges-and-mitigations/
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https://therecord.media/millions-of-patient-records-breached-cyberattack
https://therecord.media/millions-of-patient-records-breached-cyberattack
https://research.checkpoint.com/2023/check-point-research-unraveling-the-rug-pull-a-million-dollar-scam-with-a-fake-token-factory/
https://blog.checkpoint.com/security/what-you-need-to-know-about-the-pennsylvania-water-authoritys-breach/
https://www.cisa.gov/news-events/alerts/2023/12/01/cisa-and-partners-release-joint-advisory-irgc-affiliated-cyber-actors-exploiting-plcs
https://therecord.media/central-va-transit-system-cyberattack
https://research.checkpoint.com/2023/crypto-deception-unveiled-check-point-research-reports-manipulation-of-pool-liquidity-skyrockets-token-price-by-22000/
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https://www.wired.com/story/ukraine-kyivstar-solntsepek-sandworm-gru/
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https://research.checkpoint.com/2023/the-platform-matters-a-comparative-study-on-linux-and-windows-ransomware-attacks/


https://www.bleepingcomputer.com/news/security/mgm-resorts-ransomware-attack-led-to-100-million-loss-data-theft/
https://www.reuters.com/technology/cybersecurity/dp-world-says-hackers-stole-australian-ports-employee-data-2023-11-28/
https://www.bleepingcomputer.com/news/security/clop-ransomware-claims-it-breached-130-orgs-using-goanywhere-zero-day/
https://www.theverge.com/23892245/moveit-cyberattacks-clop-ransomware-government-business
https://www.bleepingcomputer.com/news/security/global-accellion-data-breaches-linked-to-clop-ransomware-gang/
https://zerodium.com/program.html


https://www.coveware.com/blog/2023/7/21/ransom-monetization-rates-fall-to-record-low-despite-jump-in-average-ransom-payments
https://nsfocusglobal.com/the-new-apt-group-darkcasino-and-the-global-surge-in-winrar-0-day-exploits/
https://zerodium.com/program.html


https://securelist.com/nokoyawa-ransomware-attacks-with-windows-zero-day/109483/
https://twitter.com/msftsecintel/status/1722444141081076219
https://www.sysaid.com/blog/service-desk/on-premise-software-security-vulnerability-notification
https://twitter.com/dez_/status/1722358562163179592
https://www.bleepingcomputer.com/news/security/cisco-warns-of-vpn-zero-day-exploited-by-ransomware-gangs/



